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1. HEJIX 1 3AJAYHN OCBOEHUA JUCIUITJIMHbI

Lenbo ocBoOeHMs TMCUMIUIMHBI SBJSETCS MOATOTOBKA OOYyYalOUIMXCS K PELICHUIO 3a1ad
npodecCHOHATBHON AESITENFHOCTH B OOJIACTH CETEBBIX TEXHOJOTHH MO HANpPAaBIECHUIO MOATOTOBKHU
09.03.01 «MudopmaTka ¥ BBIUUCIUTEIbHAS TEXHUKA» (MPOQMIH MOATOTOBKHU: «BBIYHCIUTEIBHBIE
MAIIHHbBI, KOMIUIEKCHI, CHCTEMBI M CETH») TIOCPEACTBOM OOECIIeUeHHs ITAoB (OPMUPOBAHUS KOMIIE-
teHui, npeaxycmorpeHHbIXx @I'OC u ycTaHOBJICHHBIX ITPOrpaMMoOi OakaiaBpuaTa Ha OCHOBE Tpodec-
CHOHAJIbHBIX CTaHAAPTOB, B YaCTH MPECTABICHHBIX HU)KE 3HAHUH, YMEHUM U HaBBIKOB.

3agauM AMCUMIVIMHBI: U3YYUTh NMOHATUIHBIN anmapaT AUCLUUIUIMHBL, OCHOBHBIE TEOpeTHYe-
CKHE MOJO0XEHUS U METO/IbI CETEBBIX TEXHOJIOTHI, 03HAKOMUTH OOYJAIOIINXCS C ajpecalfiell CeTeBo-
IO YPOBHS M CETEBHIMU MPOTOKOJIAMH, TEXHOJIOTUSAMH IJI00ATBHBIX CETeH, AaTh NpPEACTaBICHUE O
MPOTOKOJAX MPHUKIAIHOTO YPOBHS, PACCMOTPETH BOIPOCH MPOSKTHPOBAHNS, MOHUTOPUHTA M aHAIN3a
KOMIIBIOTEPHBIX CETeH, 03HAKOMUTh O0YYAIOUINXCS C MPOMBIIIJICHHBIMUA CETSIMU, COBPEMEHHBIMU Ce-
TEBBIMH TEXHOJIOTHSIMHU, 0a30BBIMH NPUHIMNAMU M apXuTeKTypoil VIHTepHeTa Bemieid, chopMHUpoBaTh
YMEHHUS U MPHUBHUTH HABBIKM MPUMEHEHUS TCOPETUYECKUX 3HAHUM NIl pelieHus: mpopecCuOHaTbHBIX
3a7a4, TAKUX KaK CETMEHTHPOBAHME CETH, HACTPOMKA COCMHEHHS TTO/ICETEH Yepe3 MapuIpyTH3aTOPEL,
KOH(UTYpHUpOBaHNE CHHMCKOB YIPABICHUS JTOCTYNOM; KOH(GHUTYpUPOBaHHE, HACTPOIiKa U pa3BepTHIBA-
HHUE CETEBBIX CEPBUCOB M CIYXO; pasrpaHUYeHHE JOCTYIa K CETEBBIM pecypcam, CIyX0am M cepBH-
caM; IMPOrpaMMHUPOBAHUE KINEHT-CEPBEPHBIX CETEBBIX NMPHUIIOKEHHUH; MOHUTOPHHT M aHAJIHU3 CETEBOTO
Tpaduxka.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OII BO

Jucnunimza «CeTeBble TEXHOJOTHNY» OTHOCUTCA K YacTd, GOpMUPYEMON ydyacTHUKaMU 00pa-
30BaTeNIbHBIX OTHOIICHU.

JlaHHas TUCUMIUIMHA HampaBieHa Ha GopMUpoBaHHE MpodecCHOHANbHBIX KommereHimid [TK-
4, TIK-7 u 6azupyercs Ha AUCHUTUTHHE «CETH M TeIEKOMMYHUKAITAN.

[lepedeHp nocieayOMUX TUCUMIUIMH, JUIsI KOTOPbIX HEOOXOJMMBI 3HAHUS, YMEHUS U HaBBIKU,
(dbopmupyeMble JTaHHON TUCIMITIIMHOM:

3amura nHpOpMaInu;

KopniopaTuBHbIE€ 1 BEAOMCTBEHHBIE CETH.

Taroke AucHUIUIMHA SBIsSETCS QYHIAMEHTOM JUI CIeayonux npaktuk u ['UA:
[IpoeKTHO-TEXHOIOrNYECKasl TPAKTHKA,;

[IpenaumioMHas mpakTHKa;

[ToaroToBKka K 3anIuTe U 3alIUTa BBITYCKHOW KBATM(DUKAITMOHHON pabOTHI.
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3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUS JTUCHUITINHBI

OcBoeHue TUCIUILIMHBI HAlIPaBJIeHO Ha ()OPMHUPOBAHUE HIIEMEHTOB CIEAYIOIIUX KOMIIETCHIIUN
B cooTBeTcTBUU ¢ ®PI'OC BO un OII BO no nanHoMy HarpaBiIeHHMIO OATOTOBKU:

Ilepedyenn MuIaHNpyeMbIX pPe3yJIbTATOB 00y4eHHs MO0 JUCHUIINHE (MOAYJII0), COOTHECEH-
HBIX ¢ HHAMKATOPAMM J0CTHKeHUs] KOMIIeTEeHIN

KoMmnerennus NHIuKaTOphI 10CTHKEHUS Pe3yabTaTnl 00yyeHus
KOMIIeTeHIii

[1K-4. Crioco6en BoI- | [IK-4.1 TIpoekTupyer BbI- 3Haer:
IIOJIHATH pa6OTI:I 110 YUCIIUTCIIBHBIC CCTU - HpOTOKOJII:I CCTECBOIO U TpaHCHOpTHOFO
MPOEKTUPOBAHUIO U ypoBHen monenu OSI;
aIMUHHUCTPUPOBAHUIO - CTPYKTYpY, 000py/Z0OBaHHE, TUIIBI U TEXHO-
BBIYHCIIMTEIILHBIX Ce- JIOTHH TJIOOAJIBHOM CEeTH;
Tl - TMPOTOKOJIBI CEAaHCOBOT0, MPEICTABUTEINb-

CKOT'0 M MPUKJIAJHOTO ypoBHEH moaenu OSI;

- TUTIOBBIE apPXUTEKTYPbl CETEBBIX MPHUIIOKE-
HUH;

- 3TaIlbl ¥ AITOPUTMBI TPOCKTUPOBAHUS CETEH
cemeirictBa Ethernet;

- OCHOBBI POMBIIIJIEHHBIX CETEH;

- 0a3zoBble TPHUHIUIBI W APXHUTEKTYPYy
Nurepnera Bemeit (IoT);

- OCHOBBI CETE€W MOCIEAYIONIUX MMOKOJECHHI
(NGN) u 6ynymmx cereit (Future Networks).

Ywmeer:

- ckoH(purypuposats cepuc DHCP, nactpo-
uth cnyx0y FTP, mactpoutrr Web-cepBuc,
MOCTPOUTH MOYTOBYIO CIYXO0y, CKOHPHUTYpH-
poBath ciy)k0y DNS;

- MpOTrpamMMHPOBaTh Tepenady uHGOpMaIuu
10 CETH.

Bnapeer:

- HaBBIKAMH Pa3BEPTHIBAHUS CETEBBIX CITYXKO
U CEpPBUCOB;

- TEXHOJOTHUSAMH TPOTrPAMMHUPOBAHMS KIIW-
€HT-CEPBEPHBIX CETEBBIX MPUIIOKEHUN.

[1K-4.2 AnmuHuUCTpUpYET 3Haer:

BBIYUCIIUTEIIBHBIE CETU - (hopmat u Tunsl [P-anpecos;

- CpeICcTBa MOHMTOPHMHIA M aHAJIN3a KOMIIb-
IOTEPHBIX CETEM;

- HHCTPYKIIMH IO YCTAHOBKE aIMUHUCTPUPY-
€MBIX CETEBBIX YCTPOUCTB;

- METPUKHU IIPOU3BOJUTEIBHOCTH aIMUHU-
CTPUPYEMOIL CETH.

Ymeer:

- HaCTPOUTh MapLIPYTHI JUIs Mepeaaun nake-
TOB MEX]y CETSMU;

- TOJIYYUTh CTAaTUCTUKY I10 PaCHPEACIICHUIO
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ceTeBOro Tpaduka mo MpoTOKOoIaM, IPOBECTH
aHaJIn3 CECTECBBIX 6JIOKOB JaHHBIX,

- HaCTPOUTH CETEBOE MPOrPaMMHOE oOecrie-
YeHHE.

Bnaneer:

- HaBbIKAMH KOH(UTYpHpPOBAaHHUS CETEBOTO
000pyI0BaHUS B PA3IMYHBIX PEKUMAaX;

- HaBBIKAMH MOHHTOPHHTA CETEBOTO Tpaduka
u uccinenoBanus nporokojgoB I[CMP, UDP u
TCP.

[TK-7. Cnocoben
MPUMEHSITh METOJIbI
3amuThl HHPOpPMa-
[IUU W YIPABISATh
0€30MacHOCTHIO B
UH(POPMALIMOHHBIX
cucreMax

[TIK-7.1 IIpumeHnseT MeToabl
3amuThl HGOPMAIIUY B UH-
(hopMaIMOHHBIX CUCTEMAX

3HaerT:

- o0ure MpUHUMIBI (QYHKIIMOHUPOBAHUS all-
MIAapaTHBIX, NPOTrPAMMHBIX M IIPOrPAMMHO-
anmnapaTHeIX CpPEICTB aJIMUHUCTPUPYEMOM
CCTH;

- OCHOBHBIE METOJbl CETMEHTALlMM CETEBOTO
Tpaduka;

- TEXHOJIOTMH pa3rpaHUUYEHUs JOCTyNa K ce-
TEBBIM pecypcam.

Ymeer:

- BBIIIOJIHUTH CETMEHTALNIO CETH;

- TPOBECTH aHAU3 CETeBOro Tpaduka Ha
IIPEIMET BBISBICHHS IOTEHIUAIBHO OIACHBIX
IIAKETOB.

Bnaneer:

- HaBBIKAMHU pa30MEeHMs CeTH Ha TIOJICETH;

- HaBBIKAMH HACTPOMKHM COCIHMHEHUS IOJCE-
TEH Yepe3 MapIIpyTU3aTOPBI.

[1K-7.2 Ynpasnser 6e3omac-
HOCTBIO B MH(OPMALIMOHHBIX
crcTeMax

3Haer:

- HUHCTPYKUUU MO BKCIUTyaTallud aJMUHU-
CTPUPYEMBIX CETEBBIX YCTPOUCTB;

- Ha3Ha4YeHHE, THUMBl W CHOCOOBI CO3MaHUS
cnuckoB  ympasieHuss  gocrynom  (ACL-
CIIUCKOB);

- METOJbI 3aIIMUTHl CETEBBIX CIYKO U CepBHU-
COB OT HECAaHKIIMOHUPOBAHHOIO JJOCTYIIA.
Ywmeer:

- HACTPOUThb CIUCKH YIPABICHHUS JOCTYIOM
(ACL-criuckn);

- HaCTPOUTH YYETHBIC JIaHHBIC AIMUHUCTPA-
TOpa W TIOJb30BaTeNeld CETEBBIX CIYyXKO U
CEPBUCOB;

Bnaneer:

- pUEMaMHM pa3rpaHUdYeHUs JOCTylNa K ceTe-
BBIM pecypcam, ciy:k0am U cepBucam.

- HaBBIKAMHM HACTPOMKHU CPEJCTB MpPerOoTBpa-
IIIEHHSI aTaK B CETH.
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Conep:xaHue TMCUMILTHHBI:

Ne

HaumeHoBaHMe BUI0B 3aHATHI U TEMATHK, COJEePKAHHUE

1

JleknnoHHLbIe 3agaTHA 17 mT. mo 2 4aca:

1.1. CereBoii 1 TpancnoptHbIil ypoBHU Moaenu OSI. Cteku ceteBbix npotokooB TCP/IP,
IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI. Habop npotokonos TCP/IP. MexceTreBoii mpo-
tokoi IP.

1.2. IIporokon oomena ynpasistonumu coodmieaussMu ICMP. TTpoTokoibl TpaHCTIOPTHOTO
ypoBusa UDP, TCP.

1.3. ®opmar u tunsl aapecon [Pvo. dopmupoBanue naeHTupuKaTopa nHTepdeiica.

1.4. IlnanupoBanue noacereit IPv6. Orobpaskenue pusnueckux aapecos Ha [P-agpeca: mporo-
koJibl ARP u RARP.

1.5. CeaHcoBbId, PEACTABUTENBCKUN U PUKIaAHON ypoBHU Moaenu OSI. [IpuknaaHoit ypo-
BeHb Mojsiern TCP/IP. CeteBbie City)XObI U CEPBUCHL.

1.6. OToOpakeHne CUMBOJIBHBIX afpecoB Ha [P-aapeca: cimy:x6a DNS. ABToMaTH3amust KOHPH-
rypupoBaHus ceTeBbIX nHTepdeiicoB, nmpotokon DHCP.

1.7. CereBble mpuinoxenus. QgHopaHroBasi, ¢aiiia cepBepHas U KJIMCHT - CEPBEPHAs apXUTEKTY-
PBI CETEBBIX IIPUIIOKEHUN.

1.8. TunoBsie CTPYKTYpbI KIMEHTCKUX MPUIIOKEHUN. PactipeneneHHble ceTeBble MPUIOKEHHUS.
1.9. I'moGanbubie ceTr. OCHOBHBIC OHATHS U onpeneneHus. CTpyKTypa U 000pya0BaHHE TI10-
OanbHOI ceTn. KoMMyTaTOpBI M MapIIpyTU3aTOPhI TI00ABHBIX CETEH, yIaaeHHbIE MOCTHI,
MYJIbTUILIEKCOPHI.

1.10. Tunsl ¥ TEXHOIOTMH II100aNbHBIX ceTei. CeTH C BhIAEIEHHBIMA KaHajiaMu cBs3u. CeTH ¢
KOMMYyTaren kaHaoB. CeTu ¢ kKoMMmyTanuei makeroB. [lnesnoxponHnas iudposas nepapxus
PDH. Cunxponnas mudpoas uepapxus SDH.

1.11. Ctpykrypa u Texnonoruu cetu X.25. Ceru Frame Relay . Texunomorus ATM.

1.12. Cetu nocnenyromux nmokojeHuid (NGN). Byaymue cetu (Future Networks).

1.13. TIlpoextupoBanue cereit cemerictBa Ethernet.

1.14. Knaccuduxanus cpecTB MOHUTOPUHTA U aHANIN3a. AHAIM3aTOPbI MPOTOKOJIOB. CeTeBble
aHanm3atopsl. KabenbHbIe CKaHephI U TECTEPHI.

1.15. Tlonarue u o6actu MpuMeHeHus cucteM peanbHoro Bpemenu (CPB). Unaayctpus 4.0,
MHTEJJIEKTYyaJIbHOE MPOU3BOICTBO. CTPYKTypa KOMMYHUKAIIMOHHOM Cpe/ibl YMHOTO
NpEeANPUITHS.

1.16. Untepuer Beweit (IoT). bazoBble mpuUHIUIIBI. APXUTEKTYpA.

1.17. TexHonornu KOMMyTaIlUK, CTAHAAPTHI U MPOTOKOJIBI IEpeayn AaHHbIX MHTepHeTa Benien.

JlaGopatopHbie paboThl 4 mT. 10 4 yaca:

2.1. CerMeHTanus CETH U pa3rpaHUUYCHUE IOCTYIA K CETEBBIM pecypcam.
2.2. KondpurypupoBaHHe CETEBbIX CEpPBUCOB.

2.3. Pa3paboTKa KIIMEHT-CEPBEPHBIX CETEBBIX MPUIIOKCHUM.

2.4. MOHUTOPHHT CETEBOr0 TpaduKa.

CamocTosTenbHas paboTa CTYACHTOB:

3.1. [ToaroroBka K 3ammure J1a0OpaTOPHBIX padoT.

3.2. CaMOCTOSITETHOE U3YYCHUE TEOPETUUECKUX MATEPUAIIOB IO CIAEAYIOIIUM BOIIPOCaM.
IP-netitarpamma. ITpotokon NDP.

[TporpaMMupoBaHue CETEBBIX (PYHKITHIA.

TexHonornu ynnorHenus ontuueckux kaHaitos CWDM, DWDM u HDWDM.
Peanuzanus NGN cereii B Poccun. Cetb 3AO «Kommnanust TpancTeneKomy.
Bupryanmuzanus B Oyaymux cetsix. BupryansHas cets LINP.

Bri10op cereBoro 060pynoBaHus 0 SKOHOMUYECKUM M TEXHUYECKUM KPHUTEPUSIM.
WHTerpupoBaHHbIE CUCTEMBI U CETH.

3.3. IloaroTroBka K 3K3aMeHy 110 AUCIUILINHE (OLIEHOYHBIE MaTepUalIbl IPUBENICHBI B paszene 6
Hacrosmieit PITT).
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Texkyuuii KOHTPOJIb:
- IPOBEPKa KOHCIEKTOB JICKIIMN U JTOTIOJIHUTEIBHBIX TEOPETUYECKUX MAaTEPUAJIOB;
- MPOBEPKa OTUYETOB IO J1ab0opaTopHBIM paboTam;

- 3aIUTa J1a00OPaTOPHBIX paboT.
Pe3ynpTaThl TEKyIIEro KOHTPOJIS (PUKCUPYIOTCS C HMCIOJIb30BAaHUEM TpeXOalIbHON CHCTEMBI
(0, 1, 2) npu npoBeaEeHUH KOHTPOJIBHBIX HeNeNb MO0 TpaguKy ¢uiinana B TEYCHUE CEMECTPa, a TaKxKe
YUUTBIBAIOTCS NPENOAABATENEM IPU OCYLIECTBICHUM IPOMEKYTOUYHOW aTTECTAllUU 1O HACTOSIIEH
TUCLUTUINHE.

MM

5. OBPA3OBATEJIBHBIE TEXHOJIOT' T

Tabnuua - O6pa3oBarenbHbIe TEXHOJIOTUH, UCTIOIb3yEMbIE IIPU PEAIN3ALNN PA3TUUHBIX BHJIOB yueO-
HBIX 3aHSATUH N0 AUCLUIINHE

Ne | Buasl yueOHBIX 3aHATHI OO6pa3zoBarenbHbIe TEXHOIOTUU

n/m

1 Jlexuuu Knaccuueckast (TpagunuoHHas, WHGOpMAIMOHHAs) JEKIHUS B
dbopmare MyJIbTUMEIUWHBIX MPE3eHTAIUH.

2 JlaGopatopHbie paboThI TexHONOTrHsI BBHINOJIHEHHS J1a0OpPaTOPHBIX 3aJaHUl WHAWBUIY-
QJIBHO.
TexHomorust mpo6IeMHOro 00y4eH!s: Ha OCHOBE aHaJIM3a pe3yJb-
TaTOB J1a00paTOPHOI pabOThI: HHAUBUAYAILHBIN OMPOC, MPE/I-
CTaBIICHHE CTYJACHTOM Pe3yJIbTaTOB Ja00OpaTOPHON pabOTHI B
dbopme oTyera.

3 CamocrosrenbHas paboTta HnpopmManinoHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH (IOCTYH K

crynentoB (BHeayauTopHas) | DUOC ¢unmmana, k ObC drmmana, noctyn Kk uHGOPMAIIMOHHO-

METOJUYECKUM MaTepHallaM 110 JUCLUILINHE).

4 KonTtposb (mpomexxyTounast | TexHOJOTHS yCTHOTO OIpoca.
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6. OLEHOYHBIE MATEPHAJIBI 11 TEKYLIETO KOHTPOJIS U
IMMPOMEKYTOYHOM ATTECTALIAY — JUIA OLIEHKY KAYECTBA OCBOEHUSA
T CHATIIAHBI

K npomexyTO4HOH aTTecTaluy CTYACHTOB IO AMCLHILIMHE MOTYT IPHUBJICKAThCS IIPEICTaBU-
Tenu paboTonaTeneil, mpeno aBaTe MoCcAeAYONIMX TUCIHUIUINH, 3aBeAYIoNHe KadeapamH.

Onenka ka4yecTBa OCBOEHUS JMCLUUIUIMHBI BKJIKOYAET KaK TEKYIIUH KOHTPOJb YCIIEBAEMOCTH,
TaK ¥ MPOMEXYTOUHYIO aTTECTALUIO.

OI_IGHO‘-IHBIC CpcacCTBa TCKYILICTO KOHTPOJIA YCIICBACMOCTH:

Bomnpocs! 11 3anutel 1abopaTopHOi paboThI
«CerMeHTaIus CeTH U pasrpaHUYEHUE JOCTYIa K CETEBBIM pecypcamy»

1. Yto Takoe cerMeHT ceTH, nojaceth? I1o KakuM mpudrHaM LenecooOpa3Ho MPOU3BOIUTH pazOHeHHe
CETH Ha ITOACETH?
Kakue MeTopl cermeHTaluu ceTy Bbl 3HaeTe?
Kaxum o6pazom ocymiecTBisercs: pa30UeHre CeTH Ha MOJCETH ¢ MOMOLIbI0 MacKu?
Kak onpeznenuts He0OX01MMOE YHCIIO pa3psaoB Ha aapec nojacetu? Ha agpec xocra?
Jaiite onpenenenue Mapiuipyruzaropa. Uto takoe nuio3?
KaxoBa Tonosnorust coeIuHeHMs NOJCETEN ¢ IOMOIIBIO MapLIpyTH3aTopa?
. Kakue nHactpoiiku HE0OOXOIMMO BBINOJIHUTH, YTOOBI XOCTBI ABYX IOJCETEH, COEIMHEHHBIX Yepe3
MapuIpyTU3aTop, CTAIN BUACTH APYT apyra?
8. Maiite onpenenenne cnrcka ynpasienus goctynom (ACL). st kakux menei OH UCTob3yeTcs?
9. Kakue cymecTByIoT THIIBI U criocoObI co3nanust ACL-cnickoB?
10. KakoB CHHTaKCHC HIMEHOBAHHOTO PACHIMPEHHOIO CIIUCKA?
11. Kakum 06pazom co3qaHHBIN CIMCOK NPUKpPEIUIsieTcs K nHTepdeiicy MapupyTusaropa’?
12. Kak npocMOTpeTh CIUCKHU JOCTyMa Mapiipytuzaropa? Kak yaanuTe Ciiucok gocTymna?
13.  Yto u3 cebds npeacraiser mabIOH MacKu MpaBuia criucka? [ kakux 1eneil OH UCIoNb3yeT-
cs1? B ueM ero otiimune oT Macku cetu?
14. Yto takoe obOparnHas macka? Kakxum oOpa3oM e€ MOXXHO HCHONB30BaTh Ui (POPMHPOBAHUS
mabJ0Ha MacKy IpaBuiia CIucKa?
15. KaxkoBo geiictBue mabiaoHoB host 1 any B mpaBujie cucka gocrymna’?

Bormpocs! y1st 3anuThl 1a60paTOpHO PabOTHI

«KoHpurypupoBaHue CETeBbIX CEPBUCOBY
1. Uto Takoe cereBas ciyx0a, B 4eM COCTOMT OTIMYHE CETEBOM CIIYKObI U ceTeBoro cepuca? Jlaiite
OIIpEEIICHUE TTOHATHUS TIOPT.
2. Jlaite onpeneneaue DHCP cepBepa? Kakoii cereBoii cepBuc obecreunBaer? Ha ocHOBE Kakoro
MPOTOKOJIA paboTaer, Kakue GyHKUUHU BbIMoaHAeT? Kakue mopThl HCIOIB3YIOTCS?
3. Kakum oOpa3om Ha mapmipyTuzarope KoHpurypupyercs myn [P-aapecoB st KOMIIBIOTEPOB MOJTb-
3oBarens’?
4. Kakum oOpa3oMm Ha cepBepe KoHPuUrypupyercs myn [P-agpecoB st KOMIIBIOTEPOB MOJIB30BATENS?
5. Jaiite onpenenenue FTP cepepa? Kaxoii cereBoii cepBuc obecneunBaer? Ha ocHOBE KakuX Mpo-
TOKOJIOB pa0oTaeT, kakue (pyHKIuu BeimoyHgeT? Kakue mopThl HCTIONB3YIOTCS?
6. Kakue cymectBytoT cioco6s! nocrymna k FTP cepeepy?
7. Kakue mpoTOKOJIbI HCTIONB3YIOTCS IJIs1 oOecrieueHus 6e3o0macHoi nepegadn Qaitinos?
8. Kax nactpouts cinyx0y FTP na cepsepe?
9. Kakum 06pa3om C Moap30BaTeIbCKOT0 KOMIBIOTEPA 3arpy3uTh (Daiisl Ha cepBep WK ¢ Hero?
10. Haiite onpenenenue HTTP (WEB) cepsepa? Kakoii cereBoii cepBuc obecnieunBaer? Ha ocHoBe
KaKoTo MPOTOKOJIa paboTaeT, kakue PyHKIuu BbimoHseT? Kakue mopThl HCTIONB3YIOTCS?
11.  Yro o3nauatot ab6peBuarypsr HTML, URL, HTTPS?
12. Kak Hactpouth Web-cepBuc Ha cepBepe? Kakum o0pa3zoM MOKHO MPOBEPHUTH €ro paboToCTo-
9
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COOHOCTB?
13. Haiite onpenenearie DNS cepBepa? Kakoii cereBoii cepBuc odOecneunBaetr? Ha ocHOBe Kakoro
MPOTOKOJIa paboTaeT, Kakue PyHKIIUU BBITTONMHET? Kakue mopThl HCTIOIB3YIOTCS?
14. Yto Takoe JOMEHHOE UMsl, KAaKOBBI MpaBuiIa ero GopMupoBaHus?
15. Kak nHactpouts DNS-cepBuc Ha cepepe? Kakum o06pa3zomM MOKXHO MPOBEPUTH €ro paboTOCIo-
COOHOCTB?
16. Jlaitre onpenenenne EMAIL cepBepa? Kaxkoii ceTeBoit cepBuc obecneunBaet? Ha ocHOBe Kakmx
IIPOTOKOJIOB paboTaeT, Kakue (GpyHKIUH BbIIOIHIEeT? Kakue mopTel HCHONb3YIOTCS?
17. Kak HacTpouTh OUYTOBYIO CIIyx)0y Ha cepBepe? Kakum 006pa3zoM MOKHO TTpOBEpUTH €€ paboTo-
CIIOCOOHOCTH?
Bormpocs! y1st 3anuThl 1a60paTOpHO PabOTHI
«Pa3paboTka KINEHT-CEPBEPHBIX CETEBBIX MPUIIOKECHUN
1. Kakum oOpa3zoM MpOMCXOAUT KOMMYHHUKAIIHMS MEXAY KIMEHTOM M CepBepoM 1o mpotokoiny TCP?
Urto Takoe coker?
Kaxue KoMIOHEHTBI UCHIOTB3YIOTCS AJISl CO3/1aHUS KIIMEHT-CEPBEPHBIX MPUIIOKEHU?
HaszoBurte 0CHOBHBIE CBOKICTBA KOMIIOHEHTA CEPBEPA.
Ha3oBuTe 0OCHOBHBIE CBOMCTBA KOMIIOHEHTA KJIIMEHTA.
Kaxkue neiicTBUsI BBIMOJTHSAIOTCS MPU 3alyCKE CEPBEPHON YACTH MPHUIIOKEHUS?
Uto Takoe kputndeckas cekiusa? Kak 3anporpaMMUpOBaTh KPUTHUECKYIO CEKIIHIO?
[TosicHuTe TUCTHHT TPOIEAYPHI 0OCITY)KHBAHHSI IIOTOKA 3aIIpoca Ha cepBepe.
[TosicHuTe TUCTHHT TPOLeypbl OTIPABKH 3aIlpoca C KIMEeHTa Ha CepBep.
Kakum 06pa3oM MOKHO OpraHnu30BaTh Nepeaady CoOOMEeHUH MEK Ty KIMEHTaMU?
Bormpocs! y1st 3auThl 1a60paTOpHON PabOTHI
«MOHUTOPHUHT CETEBOTO TpaduKar»
1. Jlns xakux 1menei mpoBOUTCS MOHUTOPHUHT Tpaduka cetu?
2. Kak BBINOJHUTH 3aXBaT CETEBOr0 Tpaduka pabodei cTaHIuu?
3. Kak MOXHO ONpeneuTh TPUHAIIEHKHOCTD IMAKETA Y31y CETU U MPOTOKOITY?
4. Kak momy4uTh OOIIYyI0 CTATUCTHUKY T10 3aXBary?
5. Kak nmomyunts nndopmarmio o pacupeaeicHuu Tpaduka mo npoTokosam?
6. Kakoii Tpaduk moreHuambHo onacen?
7
8
9
1
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. Haznauenwue u crpykrypa coobmenus npotokosa [ICMP.

. C6op u ananu3 nanHbIX nmpotokoia ICMP o nokansHbIM y31aM B iporpamme Wireshark.

. Haznauenue u ctpykrypa aeiitarpammel mpotokosna UDP.

0. CoOop u ananu3 nanHbix npotokosna UDP B mporpamme Wireshark nmpu oOpamienun k cepBepy
DNS.
11. Kaxk ucnons3yercs nporokosn UDP npu onpenenenun IP-anpeca xocta o ero 10OMEHHOMY MMe-
Hu?
12. Kakum o6pa3om B criucke naketoB UDP MOXHO HaifTH 3alTUCh CTaHAAPTHOTO 3a1poca, K KaKOMY
60 xocty? Kakue cBeneHus coaepkaTbCsi B 3TON CTPOKE.
13.  KakuMm 00pa3om Mo CBeIEHUSIM O CTaHJAPTHOM 3arnpoce MOxHO onpeaenuts [P u MAC-anpeca
KOMIIbIOTEpPA-UCTOYHHKA 3aIIPOCa, OCHOBHOI'O 110327
14. Kaxkue cBenenus o cragaaptHoM DNS-3anpoce copepkatcst B okne User Datagram Protocol? B
okHe Doman Name System (query)?
15. Kaxk u3MeHsA0TCS poiu UCTOYHMKA U Ha3HaueHus B DNS-3anpoce u DNS-oTBete?
16. Hasnauenue u npuHIUi padboTel mpotokona TCP.
17. Coop u ananu3 ganueix nporokoia TCP B mporpamme Wireshark.
18. Kak HasbiBaeTcsl mporecc ycraHoBiueHus ceanca TCP Mexay kiaueHToM u cepBepoM? M3 kakux
3TaroB OH COCTOUT?
19. KakuMm 00pa3om B CIIMCKE MaKETOB HAUTH CETMEHT MEPBOTO Tala TPEXITAITHOTO KBUTHPOBAHUS?
Kak nepeiiTu Ha cie1yroIHil CErMEHT TPEXATAITHOIO KBUTUPOBAHUS?
20. Kakwue cBenenus o cermente TCP coneprxarcs B okae Transmission Control Protocol?
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21. Ha ocHoBaHuMm kKakoi mHpopManuu u3 3aronoBka cerMmeHTa TCP MOXHO cienath BBIBOJ O TOM,
yto coeauHenue TCP nactpoeno?

22. Kakum o6pazom B Wireshark MokHO OTQMIBTPOBATH MAKETHI COSAMHEHUS MEXIY TBYMS COKE-
TaMu?

23. Kak Haititn 3axkmountenbHbi maker TCP-ceanca?

O1ieHOYHBIE CPEICTBA 1JISI IPOMEXKYTOUYHOM aTTECTAIlUU:

[Ipumepsl BOITPOCOB K IK3aMEHY 10 AUCLUILTHHE

CereBoil M TpaHCIOPTHBIN ypoBHU Mozenun OSI.

Crexu ceteBbix npoTtokosioB IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI.

Ha6op npotokonos TCP/IP. Nukancynsius.

MexcereBoii npotokon IP. [P-aeiitarpamma.

[Tporokon oOMeHa ynpassirorumu coodmenusmu ICMP.

[Ipotokon TpancnoptHOro ypoBHsi TCP. @opmat cermenta. TCP-mopThl.

[Ipotokon TpancnoptHoro ypoBHsi TCP. Ycranosnenue coenunenust TCP. [lepegaua nanHbIx mo

METOJly C TPUMEHEHUEM OKOH.

8. Ilporokon TpancnoptHoro ypoHs UDP.

9. ®opwmar agpecos [Pv6.

10. Tuns! anpecoB [Pv6: rmobanbHbli IOHUKACT, YHUKAIbHBIC JIOKAJIbHBIE aJipeca, JOKaJbHBIE aapeca.

11. Tuner anpecoB [Pv6: MynbTHKAaCTOBBIE ajipeca, HeonpeneaEHHbIi aapec, loopback , anpeca IPv4,
oroOpaxkeHHsle B [Pv6, anbTepHaTHBHBIC a/ipeca.

12. IlmanupoBanue noacereit [Pvo6.

13. OroGpaxenue ¢pusznveckux aapecos Ha [P-anpeca: mpotokonsr ARP u RARP.

14. IIporokon NDP.

15. CeancoBbli, IpeACTaBUTENbCKUN U NpuKiIagHol ypoBHU Mozenu OSI. IlpukinaaHoi ypoBeHb MO-
nenu TCP/IP.

16. CereBble CI1y>KOBI U CEPBUCHI.

17. IIporpammupoBaHue KIMEHTCKUX U CEPBEPHBIX (DYHKITHIA.

18. Ciry>x6a DNS: o6mue cBenenus, nepapxust umeH DNS.

19. ®opmart DNS coobmienwnit u Tumbl 3amuceit DNS.

20. ABromaru3zanusi KOH(PUTyprUpoBaHUs ceTeBbIX nHTepdeticoB, nmporoxkon DHCP.

21. CereBsie npunoxxkenus: oqnopanrosas (P2P) u ¢aiin cepBepHast apXuTEKTYpHI.

22. CereBble IPUWIOKEHUS: KIIUEHT - CEPBEPHAsl apXUTEKTYpa.

23. Tpex3BeHHast apXUTEKTypa C CEPBEPOM MPUIIOKEHHIA.

24. TunoBble CTPYKTYPBI KIMEHTCKUX MTPUIIOKEHUH.

25. PacnipenienieHHbIE CETEeBbIE MPUIIOKEHUS. [[peBOBHIHAS apXUTEKTYypa pacpeaeIEHHbIX CUCTEM

26. Pactipenenennsle ceTeBble IpuiiokeHus. Cucrema npsiMoro oOMeHa JaHHBIMU.

27. I'mobaynpHBIC CETH: OCHOBHBIC MIOHATHS M ONIPeIeNICHUs, (PYHKIIMU U CEPBUCHI, POCCUUCKHUE TJIO0-
OanbHBIC CETH.

28. CTpyKkTypa u 000pyIoBaHHUE TII00ATLHON CETH.

29. KoMMyTaTOpBI 1 MapLIpyTU3aTOPHI INTOOANBHBIX CETEH, ylaleHHbIE MOCTHI.

30. MyJIbTUILIEKCOPBI.

31. Cetu ¢ BbAECTIEHHBIMU KaHanaMu cBsi3u. dusndeckast BblICIEHHAs JIMHUA CBA3U. Panuopeneiinas
CBSI3b.

32. Cetu ¢ BbIICJICHHBIMU KaHaaMu cBsi3u. LlupoBas BeIeeHHAS JTHHUS.

33. CeTu ¢ KOMMYyTaIMEW KaHAJIOB.

34. Cetn ¢ KOMMyTalKUEN AKETOB.

35. IIne3noxponnas nudposas nepapxust PDH.

36. CunxponHnas mudposas uepapxus SDH.

37. MynbpTUILIeKCOpHI U Toroaoruu ceteid SDH.

Nk =
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38. TexHonoruu yrioTHeHus ontuyeckux kanaitoB CWDM, DWDM u HDWDM.
39. CrpykTypa u TexHojgoruu cetu X.25.

40. Certu Frame Relay: obmue cBeaeHus, apXUTEKTypa.

41. Ceru Frame Relay: ctpykrypa u o0opynoBanue, noajaepxka mapamerpos QoS.
42. Texnomorus ATM: obmume cBeneHus, apxutekrypa cereirt ATM.

43. Texunomorus ATM: mogens ATM, kauecTBO 06cmykuBanus QoS.

44. IP-cern.

45. Tlonsitue n HopMaTHBHAA 6a3a ceteit NGN.

46. OcobeHHOCTH (PYHKITMOHUPOBAHUS U apxuTekTypa cereit NGN.

47. MynbTUIIPOTOKOJIbHAS TPAHCIIOPTHASI CETh

48. Tlonnepxka kauectBa yciuyr B ceTsix NGN.

49. Texnonorust MPLS.

50. MynbtucepBucubie miatdopmsl ceTeit NGN.

51. Cetn Future Networks.

52. Bupryanuzaius B Oyaynux ceTsx, BUpTyaibHas cetb LINP.

53. IlpoektupoBanue cereii cemeiictBa Ethernet.

54. Be16op ceTeBoro 000py10BaHUsI IO SKOHOMUYECKUM U TEXHUYCCKUM KPUTEPHUSIM.
55. Knaccudukanus cpeacTs MOHUTOPUHTA U aHATIN3A.

56. AHaNM3aTOPHI CETEBBIX MTPOTOKOJIOB.

57. CereBble ananu3aTopbl. KaGenbHble CKaHEpbl U TECTEPHI.

58. Ilonsitue u obmacTu mpuUMEeHEHUs cucteM peasibHOro Bpemeru (CPB).

59. Unnyctpus 4.0, UHTEIEKTyaJIbHOE IPOU3BOACTBO.

60. CTpyKkTypa KOMMYHUKAIITMOHHON CpPeAbl YMHOTO IPEATPHUSATHS.

61. luTerpupoBaHHbIE CUCTEMBI U CETH.

62. Unrtepner Benieit (IoT): monsiTre u 6a30BbIe MPUHITUTIEI.

63. Apxurektypa loT.

64. MexayHapoIHbIe U HaIlMOHAJIbHBIC CTaHAAPTHl B 00acTi IHTepHeTa Bemiei.
65. TexHOMOrMM KOMMYTAIIMHU U IPOTOKOJIBI Tepeaayun AaHHbIX [oT.

[Tpumep mpakTHYECKHUX 3aJaHH, BEIHOCUMBIX Ha 9K3aMeH, JIJISl IPOBEPKU MPAKTUYECKUX YMEHUH U
HaBBIKOB CTYJEHTOB 1O TUCIUILINHE

Jns 3amaHHBIX MCXOJHBIX JAHHBIX CeTH paccuurtarh noacetu IPv4. Anpec ceru: 172.21.0.0.
KomuectBo noxacereii: 3. KonmnuectBo xoctoB B neppoit noacetu: 490. KonnmyecTBoO XOCTOB BO BTO-
poit moaceru: 210. KommdectBo XocToB B Tperbeil moacetu: 40. B cetn, mocTpoeHHON B (aiine
zadachal, mpoBepuTh NMPaBUILHOCTH BHITIOJIHEHHBIX PACUETOB.

B ceru, moctpoennoii B (aiine zadacha2 coenuuuts nmoacetu 1 u 3 Takum 0O6pazom, 4TOOBI XO-
CTBI ITOACETH 1 BUIEIM XOCTEI IOJICETH 3.

B ceru, noctpoenHoit B (aiine zadacha4, n3mMeHUB Macky, TOOUTHCS, YTOOBI BCE XOCTHI BUACITH
npyr npyra. Hactpouts Web-cepBuc Ha cepBepe noaceru 0. Hactpouts cimyx0y DNS Ha cepBepe
MOJICETH 3 ¥ IPOBEPHUTH BO3ZMOKHOCTH IPOCMOTPA BEO-CTPaHUIl IO TOMEHHOMY UMEHHU.

B ¢ununane ucnonp3yercs cucremMa ¢ TPAAULMOHHON IIKAJION OIeHOK — "oTauyHo", "Xoporo",

" non non "non " _ 6 _
AOBJICTBOPUTCIIBHO ', "HCYIOBJICTBOPUTCIBHO ', '3a4TCHO , HC 3a4TCHO  (JaJICC - IIATHOAJIbHAA CH
CTeMa).
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( DNTTAAT]
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dopma MPOMEKYTOUHOM aTTECTALUK IO HACTOSIIIEH JUCHMUIUIMHE — 9K3AMEH.

[IpumeHsieMble KPUTEPUN OLICHUBAHUS IO TUCIUIUIMHAM (B COOTBETCTBUU C MHCTPYKTHBHBIM
mucekMoM HIY MOU ot 14 mas 2012 roga Ne 11-23):

Ouenka Kputepuu oneHku pe3ynbTaToB
10 TUCLH- o0y4eHUs IO TUCITUTLTNHE
TUTHHE

«OoTIU4HO»/ | BeicTaBisercs oOyuaromemMycs, oOHapyKUBIIEMY BCECTOPOHHEE, CUCTEMATUYECKOe U

«3a4TEHO r1y0OKOe 3HaHWE MaTepUaioB U3YYEHHON AUCHIUILIMHBI, YMEHUE CBOOOIHO BBIOIHSITh

(oTm4HO)»/ | 3a7aHuUs, MPEAYCMOTPEHHBIE IPOTPAMMOM, YCBOUBIIMI OCHOBHYIO M 3HAKOMBIH € J10-

«3a4TECHO» MOJTHATEJILHON JTUTEPATypPOr, PEKOMEHOBAaHHOW pabodeld mporpaMMOi JUCITUTUTNHBL,
MPOSIBUBIIIEMY TBOPYECKUE CITIOCOOHOCTH B TIOHUMAHUH, U3JI0KEHUU U UCIIOIH30BAHUH
MaTepuaioB W3yYEeHHOW IUCIUIUIMHBL, O€3yNpeyHO OTBETHUBILIEMY HE TOJIbKO Ha BO-
pOCkl OWiieTa, HO W Ha JIOTIOJHUTENLHBIE BOMPOCH B paMKax paboyeil mporpammbl
JTUCIUIUIMHBI, TPaBUIILHO BBIMOJHUBILIEMY IpakTHUecKoe 3aianue. OLeHKa Mo Iucu-
TUTHHE BBICTABIIIOTCS 00YJArOMIEMYCs C YIETOM pe3yabTaTOB TEKYIIETO KOHTPOJIS.
Komnerenuuu, 3akperi€HHble 3a IUCHUIUIMHON, chOpMHUpPOBaHBI Ha YPOBHE — «3Ta-
JIOHHBIN.

«XO0po1oy/ BrictaBnsercs oOydaroniemycs, oOHapyXUBIIEMY IOJHOE 3HAHWE MaTepuana U3y4eH-

«3a4TEHO HOM TUCHUILIMHBI, YCIICIIHO BBIMOJIHAIOMIEMY MPEyCMOTPEHHBIE 3a/1aHKs], YCBOUBIIIE-

(xoporo)»/ My OCHOBHYIO JIUTEPATypy, PEKOMEHIOBAaHHYIO paboueill mporpaMMoil JUCITUTUINHBL,

«3a4TEHOY MOKa3aBUIEMY CHUCTEMAaTHYECKUN XapakTep 3HAHWM MO TUCUUILIMHE, OTBETUBLIEMY Ha
BCE BONPOCHI OWJIeTa, MPAaBUIBHO BBIMOJIHUBIIMN MPAKTUYECKOE 3a/JaHUEe, HO JOIY-
CTHUBIIHIA TIPU 3TOM HENPHHIMITUATBHBIC OIHOKH. OIeHKA M0 JUCIUIUTNHE BBHICTABIIS-
10TCs 00yUaroleMycs ¢ yu€ToM pe3yJIbTaTOB TEKYIIEro KOHTPOJIS.
Komrmierenium, 3akperi€éHHble 3a AUCHUILTUHON, chOpMHUpPOBAHBI HA YPOBHE — «IIPO-
JIBUHYTBINY.

«ynoBneTBO- | BricTaBmsiercs oOydaromemMycs, 0OHapyKUBIIIEMY 3HaHHWE MaTepualia U3y4eHHOH Juc-

pUTETBHOY/ [UTTUHBI B 00beMe, HEOOXOAUMOM ISl JaNbHEHIIeH yueOnl B mpencTosuiei padoThl

«3a4TEHO 1o MPOQECCHH, CIPABISIFONIEMYCS! C BBITIOJTHEHUEM 33aHU, 3HAKOMOMY C OCHOBHOM

(YIOBJIETBO- | TUTEpaATypOM, PEKOMEHIOBAaHHOW pabodeil mporpaMMoi JUCITUTIIIMHBI; JOITYCTHBIIEMY

PUTENBHO)»/ | MOTPEUTHOCTh B OTBETE HA TEOPETUYECKHE BOMPOCHI /WM MPH BBITOJHEHUU TPAKTH-

«3a4TEHOY YeCcKUX 3aJaHuii, HO oOyajgarouieMy HEeOOXOIMMBIMHM 3HAHUSIMU IS UX YCTPaHEHHUS
MOJI PYKOBOJICTBOM TIpENoAaBarens, 100 HEMPaBHJILHO BBITIOJHUBIIEMY MpaKTHYeC-
CKO€ 3aJlaHKe, HO 110 YKa3aHUIO MpernojaBaTelis BHIIOJHUBIIEMY APYTUe TPAKTHUYECKHE
3a/IaHMs U3 TOTO K€ pasjiena AUCIUIUIHHBL.
Komnerenuuu, 3akpersiéHHble 3a TUCHUIUIMHON, c(pOPMHUPOBAaHbI HA YPOBHE — «IIOPO-
TOBBIN.

«HEyAOBIIe- BrictaBnsercs oOydaronieMycsi, 0OHapy>KUBLIEMY Cepbe3HbIE MPOOENbI B 3HAHUSIX OC-

TBOPUTEb- HOBHOT'O Marepuaja HW3YyYEHHON IUCHHUIUIMHBI, JOMYCTUBIIEMY MPUHIUIHAAIBHbBIC

HOY/ He 3a- OIIMOKY B BBIIIOJIHEHUU 33/JIaHUI, HE OTBETHBILIEMY Ha BCE€ BOIIPOCHI OMiIeTa U JOMOJ-

YTEHO HUTEJIbHBIE BONPOCHI M HEMIPABWJIBHO BBITTOJIHUBIIEMY TPAKTHUECKOE 3a/laHue (Hempa-
BUJIbHOE BBIMIOJIHEHUE TOJIbKO MPAKTUYECKOTO 3aJaHUsl HE SBIAETCS OIHO3HAYHOU
MPUYMHON J1JIs1 BBICTABIICHUSI OLICHKU «HEYIOBIETBOPUTENIBHOY). Kak mpaBuiio, olieHKa
«HEYAOBJIETBOPUTEIIBHO CTABUTCS CTYACHTaM, KOTOPbIE HE MOTYT MPOJOJIKUTE 00yde-
HUE 10 00pa3oBaTENbHON MporpaMme 0e3 JOMOTHUTENBHBIX 3aHSATHI M0 COOTBETCTBY-
foleil nucuuruinae. OLeHKa Mo TUCHUIUIMHE BBICTABIIAIOTCS 00yYaromeMycs ¢ y4éToM
pe3yJabTAaTOB TEKYIIETO KOHTPOJIS.
KomneTeHnuu Ha ypoBHE «IIOPOTOBBINY, 3aKPEIUIEHHbIE 32 JUCIUIUIMHON, HEe chopmHu-
pOBaHBI.
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7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
Y4yeOHoe 1 yueOHO0-1a00paTOPHOE 000PYyI0BaAHHE

Jist npoBeaeHNs JTeKIIMOHHBIX 3aHATHH UCIIONIb3yeTCsl yueOHast ayJUTOPHS AJisl IPOBEICHUS
3aHSATUN CEMUHAPCKOI0 THUIA, TPYIMIOBBIX U MHAWBUAYAIbHBIX KOHCYJIbTAIMH, TEKYIIETO KOHTPOJIS U
MMPOMEKYTOUYHOW aTTECTAllMK, OCHAICHHAs CHEIUaTU3UpPOBAHHON MeOeblo; JOCKOW ayIuTOPHOM;
JEMOHCTPAIIMOHHBIM O00OPYIOBAaHUEM: TEPCOHAIBHBIM KOMITBIOTEPOM (HOYTOYKOM); TMEPEHOCHBIM
(cTarmoHApHBIM) TIPOEKTOPOM.

Jliist mpoBeieHusl 3aHATHIL JIaDOPATOPHOr0 THIIA UCIIONB3YETCs yueOHas ayIuTOpuUs s Ja-
O0paTopHBIX PadOT, BBHIMOJIHAEMBIX B KOMIIBIOTEPHOM KJlacce, OCHAIllEHHAs ClielnaIn3upOBaHHON Me-
0eIbIo; JTOCKON ayqUTOPHOM;, MEPCOHATLHBIMU KOMITBIOTEPAMH, CBS3aHHBIMU JIOKAIBHON BBIYMCIH-
TETBHOMN CEeThIO C MoAKIIoYeHUEM K ceTr MHTepHeT u qoctynom B DMOC dumana, ykoMIJIEKTOBaH-
Hasi CTOWKOW C aKTUBHBIM CETEBBIM 000pYI0BaHHEM (KOMMYTATOpAMU U MapIIPyTH3aTOPAMHU).

Jdns camocTosiTeIbHON PadoThl 00YYAKIIMXCH M0 JUCUUIUIMHE UCHOJIb3YETCS MOMENIEHUE
IUISL CAMOCTOSITENIFHON pabOThl 00YYaroIuXcs, OCHAILICHHOE CIIEIHATU3UPOBAaHHON MeOeIbIo; JOCKOM
ayTUTOPHOM; MEepPCOHAIbHBIM KOMIIBIOTEPAMH C MOJAKIIOUYEHHEM K ceTH VIHTepHeT M JOCTyrnoM B
SUOC dunnana.

IIporpammHoe obecnevyenue

[Tpu mpoBeeHNY JIGKIIMOHHBIX 3aHATHH MTpeIycMaTpUBAETCs UCTIOIb30BaHue makera Microsoft
Office (cuctema 11t MOATOTOBKHU U TIpOBeACHUS Tpe3eHTanuidi Microsoft Power Point).

[Tpu mpoBeneHnn 1a00paTOPHBIX PAOOT CTYAEHTAMH MPEAyCMaTPUBACTCS UCIIOJIB30BAHHUE CH-
MyJsiTopoB ceTu niepenaun gaHHbIx NetEmul, Cisco Packet Tracer, ananu3aropa ceTeBbIX IPOTOKOJIOB
Wireshark, cpenst pazpaborku Delphi B coctaBe Embarcadero RAD Studio u TekcToBoro pemakropa
Microsoft Word myist opopmieHust oT4eToB.

8. OBECIIEYEHHE OBPA30OBATEJIbHOI'O ITPOIECCA AJIA JINI]
C O'PAHUYEHHBIMU BO3MOKHOCTAMMU 310POBbA 1 UHBAJIM10OB

B xone peanuzany JUCIUTIUIMHBI UCIIONB3YIOTCS CIIEAYIONINE TOTIOTHUTEIBHBIE METOIBI 00Y-
YEeHUsI, TEKYIIEr0 KOHTPOJII YCIEBAEMOCTH U MPOMEKYTOYHON aTTECTAllMU O0YJarolIMXCs B 3aBUCH-
MOCTH OT UX UHJIUBHUIyaIbHBIX OCOOCHHOCTEH:

IJIS CJIeNbIX U CJIa00BHISIIIINX:

- JCKIIUHN Oq)OpMJ’ISIIOTCSI B BHUJIC 3JICKTPOHHOT'O JOKYMCHTA, JOCTYITHOTO C IMOMOIIBIO KOMIIbIO-
Tepa Co CTIeNUATM3UPOBAHHBIM TPOTPAMMHBIM 00ECTICUCHHEM;

- MUCbMCHHBIC 3alaHU BBINIOJHAOTCA HAa KOMIIBIOTCPC CO CIICHUAIM3UPOBAHHBIM HPOTIpaMM-
HBIM 00€CIICYCHUEM, HITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- o0ecrieunBaeTCsl MHAUBHUIyalIbHOE paBHOMEpPHOE ocBerieHne He Mmeree 300 Jrokc;

- JUTSL BBITIOJTHEHUS 3aJlaHUsl IPU HEOOXOJUMOCTH TPEIOCTABISETCS YBEIUIHUBAIOIIEE YCTPOU-
CTBO, BO3MOXXHO TaK>X€ HMCIIOJIb30BaHUC COGCTBCHHBIX YBCINMYHBAIOIUX YCTpOﬁCTB;

- MIUCHMEHHBIE 3aJaHusI OPOPMIISIOTCS YBEIIMYCHHBIM MIPUPTOM;

- 3a4€T MPOBOJUTCS B YCTHOM (popMe HITH BBIIOJHSETCS B MUCbMEHHON (JOpMe Ha KOMIIBIOTEpE.

JJISl TIIYXUX H ¢J1a00CAbIIAIINX:

- JCKIIUHN Oq)OpMHSIIOTCSI B BUJC 3JICKTPOHHOI'O JOKYMCHTA,

- MIMCHMEHHBIC 3aJJaHMsI BBIIOJHAIOTCS Ha KOMITBIOTEpPE B MUCBMEHHOH (popme;

- 3a4€T MPOBOAMTCS B MUCHMEHHOUM (opMe Ha KOMITBIOTEpPE; BO3MOXKHO MpOBeACHUE B hopme
TECTHPOBAHUSI.
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AJIs1 JIMI ¢ HAPYIIEHUSIMU ONIOPHO-IBUIaTeJIbHOI0 annapara:

- JIeKIMK 0(OPMIIIOTCS B BUJE DJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOMITBIO-
Tepa co CIeUHUaIN3UPOBAHHBIM MPOTPAaMMHBIM 00ECIICUeHHEM;

- TUCHbMECHHBIC 3aJIaHUS BBITIOMHSIOTCS Ha KOMITBIOTEPE CO CIECHUATN3UPOBAHHBIM TIPOrpaMM-
HBIM 00€CITeUeHUEM;

- 3a4€T MPOBOJUTCS B YCTHOU (hOpME WIIM BBIMOJHSIETCS B MICHMEHHON (OpME Ha KOMIIBIOTE-
pe;

- HCIIOJIB3YETCs criennanbHas yuebnas ayauropus s aun ¢ JIOB3 — ayn. 106 rnaBHoro y4eo-
Horo kopiryca o ajapecy 214013, r. CMmosieHCK, DHepreTuueckuid np-a, 1.1, 31aHue SHepreTu4ecKoro
HWHCTUTYTa (OCHOBHOM KOPITYC).

[Tpu HeoOXOMMMOCTH MpeTyCMaTPUBACTCS YBEIHMUEHNE BPEMEHHU IS [TOITOTOBKH OTBETA.

[Iponenypa npoBeaeHHUsI MPOMEKYTOUHONW aTTeCTALUHU AJIs 00YYaIOLINXCsl YCTaHABIMBAETCS C
y4€TOM MX MHIMBUIYAIbHBIX McUXO(pu3nueckux ocodeHHocTel. [IpomexxyTouHas artectaluus MOXKET
MIPOBOAMTHCS B HECKOJIBKO ATAIOB.

[Ipu mnpoBeneHuH MpoUEAYPbl OICHUBAHHS PE3yJAbTaToB OOy4YEeHUsS MpeaycMaTpHUBaeTCs
HCTOJIb30BaHNE TEXHUYECKHX CPEACTB, HEOOXOMUMBIX B CBSA3HM C WHAMBHUIYAJIbHBIMH OCOOCHHOCTSIMHU
oOyyaromuxcsi. OTH CpelicTBa MOTYT OBITh IPENOCTaBIEHBI (PUIMATIOM, UM MOTYT UCHOJIb30BaThCA
COOCTBEHHBIEC TEXHHUUYECKUE CPEJICTBA.

[TpoBenenue mpoueaypsl OLEHUBAHUS PE3YIbTaTOB O0YUYEHHS JOIYCKAETCsl C UCIOIb30BaHUEM
JTUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTH.

OGecneunBaeTcs A0CTYNn K MH(OPMAIMOHHBIM M OHOJIHOrpadguyeckuM pecypcamM B CeTH
HuTepHeT 1715 Kaxa0r0 o0ydaromierocs: B (hopMax, aIaiTMPOBAHHBIX K OTPAHUYCHUSIM UX 3JJOPOBBS U
BOCHPUATHS HH(OPMALIUU:

JJIS1 CJIeNBIX M C1a00BHISIIIUX:

- B IeYaTHOU (popMe yBEITMYCHHBIM MIPUPTOM;

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;

- B popme ayauodaiina.

AJIsl TJIYXHX U ¢J1200CabIIALHX:

- B Ie4aTHou popme;

- B (hopMe 3JEKTPOHHOTO TJOKYMEHTA.

AJis1 00y4aloIMXcsl ¢ HAPyIIeHUsIMU ONIOPHO-IBUIaTeJIbHOI0 annapara:

- B Ie4aTHoH ¢opme;

- B popMe 3JIEKTPOHHOTO IOKYMEHTA;

- B (hopme ayanodaiina.

9. VYEBHO-METOJAYECKOE 1 HTH®OPMAIIMOHHOE OBECITEYEHUE
T CHATIIAHBI

OcHoBHas uTEparypa.

1. Konkep A.b. TexHonmormum ceTeBBIX KOMMYHHUKAIIMW [SJEKTPOHHBIA pecypc]: ydeOHo-
metoanueckoe nocobdue: / A.b. Konkep; HoBocubupckuii rocy1apcTBeHHbIM TEXHUYECKUH YHUBEPCH-
teT. — HoBocubupck: HoBocuOMpCKuii rocy1apcTBEHHBIN TeXHUYECKU yHuBepcuTeT, 2016. — 92 c.
Pexxum noctyna: https://biblioclub.ru/index.php?page=book&id=576690.

2. baceias E.A. CuctemHOe agMUHHCTpUpOBaHWE M HHGOpPMAIMOHHAs 0€30MacHOCTh [JJIeK-
TPOHHEIN pecypc]: yaebHoe mocobdue/ E.A. bacwias; HoBocubupckuii rocy1apCTBEHHBIN TEXHUYSCKUI
yHuBepcuteT. — HoBocubupck: HoBocuOMpCKuii rocy1apCTBEHHBIN TEXHUYECKUA yHUBEpCUTET, 2018.
—79 c. Pexxum nocryna: URL: https://biblioclub.ru/index.php?page=book&id=575325.

3. Cununpia FO.M. Cetn u cuctemsl nepenadn nHGOpMAIMU [IEKTPOHHBIN pecypc]: yueOHoe
nocobue / F0.M. Cununpig, E. Panonosa, P.P. 'amumoB ; MunuctepcTBo oOpazoBanus u Hayku Poc-
cutickoir deneparuu, denepaabHOE TOCYIAPCTBEHHOE OIOKETHOE 00pa3oBaTeNbHOE YUpEKICHUE
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BhICIIETO 00pa3oBanus «OpeHOyprckuii rocy1apcTBeHHBIN yHUBEpcuTeT». - OpenOypr: OI'Y, 2017. -
190 c. Pexxum moctyna: http://biblioclub.ru/index.php?page=book&id=485524.

JlonoJHUTEIbHAA JINTEPaTypa.

1. BeruucnurenbHbIE CUCTEMBI, CETH U TEICKOMMYHHKAIIMU [3JIEKTPOHHBIN pecypc]: yueOHoe
nocobue / aBT.-cocT. C.B. bymwik, A.C. Kpectaukos, A.A. Py3akoB; mox o6m1. pea. C.B. Byubik u ap.
— UensOuHCK: UI'UK, 2016. — 116 c. Pexxum JOCTYyTIA:
http://biblioclub.ru/index.php?page=book&id=492739.

2. MoiiBona D. bezonacHOCTh ceTelt [IeKTpOHHBIN pecypc]: ydeOHoe mocodue. — 2-e u3a. / D.
MbiiBona. — MockBa: UHTYUT, 2016. — 571 c. Pexxum nocryna: https://e.lanbook.com/book/100581.

3. 'ynesuu [I. CeTH CBSI3U CIENYIONIIETO MOKOJCHUS [DIEKTPOHHBIN pecypc]: yueOHbI Kypc //
WWW.INTUIT.RU: odurnmansueii cailt Harmonansroro OtkpeiToro YuuBepcutera «MHTYUT».
Pexxum noctyna: https://www.intuit.ru/studies/courses/1150/157/info.

4. Xypnan «CeT ¥ CHCTEMBI CBS3U» [3JIEKTPOHHBIN pecypc]: http://www.ccc.ru.

5. Kypnan «TenexkoMMyHHKALIMN» [P7EeKTpOHHBIH pecypcl:
http://www.nait.ru/journals/index.php?p journal id=9.

Cnucok aBTOPCKHX MeTOAUYECKHUX Pa3padoToK.

MeTOZ[I/ILIeCKOG OGGCHG‘-IGHI/IG 10 JUCLUIIJINHE «CeTreBble TEXHOJIIOTUW) BKIIOYAET CJICAYIOIUC
aBTOPCKHUE Pa3pabOTKH:

— KOMIUIEKT JIeKIHiA B hopMaTe MyIbTUMEANUHBIX MPE3eHTALNH;
— METOIMYECKHUE YKa3aHHs K J1a00paTOpHBIM paboTam.
Y4eOHO-MeTOIMYeCKHEe MaTepHalIbl pa3MEIICHbI Ha pecypcax Kadenpsl.
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JIMCT PETUCTPAIIUU NBMEHEHUU

Howmepa crpanung
Ho- Bcero Hara
Me aHHYy HaumenoBanue IMoamuce, ®©.1.0.
P cTpa- BHECEHHUS U3- Jara

usme | 13MC | 3aMe HyH 1 No IOKyMeHTa, | BHECIIETO M3MCHE-

Me- | Me- | HO- | nmpo | HHIB N MEHEHUA B BBEJICHUS U3-
MCHE BBOJSAIIETO HUS B JAHHBIN JK- .

HEH- | HEH- | BBIX | po- | AOKYy- JaHHbIY JK- MEHEHUA
He- U3MEHEHUS 3EMILISIP
Hus | HBIX | HBIX BaHH | MEHTE 3EMILLAP

bIX
1 2 3 4 5 6 7 8 9 10
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